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E: ROVMBIRER S B, LGP, Bilai AR, @ENMERERAR WA, ReEHAR
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ISO/IEC 27001 : 2022 Information security, cybersecurity and privacy protection —
Information security management systems — Requirements

ISO/IEC 27002 : 2022 Information security, cybersecurity and privacy protection —
Information security controls

GB/T 25068. 1—2020 5 REHAR ZEFAR WM& za HF1Hr: LZANME

GB/T 25069—2022 5B Z&HA Rik

GB/T 28454—2020 {8 E AR LKA NZKMAPEH RS (IDPS) HILFE. HFMERE

GB/T 28458—2020 5B Za&HA M % awHIRR S #EME

JR/T 0158  EZI BV HdE 7 257 a5l

3 AIBMZEX

GB/T 25069—2022 1 Fi 5 1 LA K R HARVE Rl Sid H T A0
3.1

L security domain

T8\ [R] 22 4= SRS I B2 P2 A YR I AR o

[3R¥H: GB/T 25068. 1—2020, 3. 35]
3.2

ANf® intrusion
X 288 B IE I R G AR IR AT 1], BEXHE B R HHT A BB R AR A, BFEEEERA
FIE RGBS EHE B RGN TR R BB .
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[CR¥E: GB/T 25068. 1—2020, 3.17]
3.3

NE®M  intrusion detection

R NAZ IE RO, 20 R — MR A AR B B RN RO IR A 2 R ) B 55 1 2 L8
BLORARI DR AR AR R e A

[SkJF: GB/T 28454—2020, 3.17]

3.4

BURBIE sensitive data

— ELUHE % R 8 200 FH 7 B4 LA I R0t 2K 1R 508

A ARFEEARTHABUEEGE (AP O4. 5D . RABUREdE (NRFEH. B REEEEE) . o
PEERAEIR A BUBNLSSEOR . RS B E SO

3.5

HIELL data security
JE I SR B i, B R EE AT SR NSV E R IR A, DLS B & PR R 22 2 IR I RE

3.6

—_

=Bi&7 information assets

FWAFAET W25, RERR BRI/ R, T B R GEpA sl AR I20R) H AR 0 % 4
3.7

2o HE% security baseline
PRI R G HE A 22 4 1) B (KD B 225K

3.8

&L 4imiE cybersecurity vulnerability
WX 28 7= S IR S5 TE 75 3R 20 M Wit SEEl. BeE . M. 817, gy Ed g, TREeh =4 m.
A AT B M H) P B e B 5 A
T XU B s DA SR AE T 4 7= S AR5 (K AN 2 RN ER T R, — BT AR TR, Aot I
27 RIIRSS 1) 22 A i AR S, TS L IE #1847
[kJ%: GB/T 28458—2020, 3.1]

4 HEBgiE

N HI G S T AR

APT: MW HFERF#:E (Application Programming Interface)

APP: N HHFEF (Application)

CMDB: Mt B & EIE)%E (Configuration Management Database)
DHCP: ZhA&TFHLECE P (Dynamic Host Configuration Protocol)
DLP: #dEPiitie (Data Leakage Prevention)

DMZ: JEZEFHALIX (Demilitarized Zone)
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DNS: 144 %%t (Domain Name System)

HIDS: T ENFNERI RS (Host-based Intrusion Detection System)
IDS: ANZFi &%t (Intrusion Detection System)

IPS: NEFiffl &4t (Intrusion Prevention System)

JSON: JS X% faiiE (JavaScript Object Notation)

KMS: #4424t (Key Management System)

NTP: WZEES[E] P (Network Time Protocol)

POC: 5&UEMEMR (Proof of Concept)

UPS: AN[EITEEYE (Uninterruptible Power Supply)

URL: 4i— P EN RS (Uniform Resource Locator)

WAF: Web N HHPIH" 5% (Web Application Firewall)

SOAR: “Z44wmAEFI H sk N, (Security Orchestration, Automation and Response)
SOC: Z4ziz'g iy (Security Operations Center)

SOP: #r#E/EMVFER (Standard Operating Procedure)

RASP: iz 47THI M H EHFA#P" (Runtime Application Self-Protection)

XML: B[ H JEFridiE S (Extensible Markup Language)

YAML: %5 —FbridiE S (YAML Ain’ t Markup Language)

5 R&EIE

51 REEEWEMR

I e B A E AU . AL AR R RF A SERRTE DL AT S G H R BE X RN 5 5 TR LA
2z A B AL . JRRAL . B, EHF R ZE TP, Bk, tthes, RITHANZeE
BKE, SR NE SRR R 2 ek, REREANKEENE, SRR 24 H AR

5.2 REEMWIIE
5.2.1 ZE£BFEHE

24 HARE B fa il VB A B H AR R, IR 22 AR BT, WOR TARShHL, St TAE i,
NGAEFZIRBUAE, (LN NG 22 4 H BRI
LA HWEHEE NN =R
a) il Abs: WESAEE, WdN e - D E, HAEHES . AR b E s H
PRI, BAR AARRIRS AT REZ L Al W PEAl
b)  HETTH: RYE BAK H AR i B AT H AMESS, AR A BT 8075 30 EORRAE BE R 5

RGN E
¢ PATACEE: REGE G A EAVEOY H AR CE DL, RS 5 R X PR AT Rk
it

5.2.2 ZREALNEE

2 A HAUE B A bR AL B 2 e A LG Thag, WIS T, DRI 2 4 H AR S
A B — .



JR/T 0295—2023
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2)  ZEGOUBE RS, Bl BN SR T U AT RS AR
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3 ZREHIEERE
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5.2.
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5.2.

Fro
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ZEEERELK
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T, 5 N AL S8 -

£)  ZEFREH: ZeRRREE AL RREE. TRE. BiRES. MIREET G 25 A
ERMEGE 2 NFE S WTESORG . w8 P SROAS . 3R E B RSE IR, JF SO A L R 4
TR E B RGN

g) MRIBHLABME AL 4 AARES “ R R RRAW . BIESCR BEHZ” I HREs AR,
M [ 245 FEANZH 23 J2 G I #4125 22 4 B R 20 AN T AT R AT M 28 PR SO0 R P 4 3R M H A
Ao

6 Eit=zeERE

6.1

Bz £ EEBR
Bt 2 4 W — RYEH 2 5, BRIEEARR AR, DI i e i, A

RGP 2 X .

6.2

6.2.

6.2.
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1 RGReEHE

1.1 RBEEBITER
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